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DETAILED ACTION 
Priority 

1 . Applicant's claim for benefit of domestic priority under 35 U.S.C. 1 1 9(e) is 
acknowledged. 

The application is filed on 12/28/2000 but has a series of provisional applications 
and the earliest U.S. provisional application number 60/234,567 is filed on 9/22/2000. 

Claim Rejections - 35 USC § 112 

The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

2. Claim 30 is rejected under 35 U.S.C. 112, first paragraph, as failing to comply 
with the enablement requirement. The claim(s) contains subject matter which was not 
described in the specification in such a way as to enable one skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and/or use the invention. 

The claim limitation of claim 30 "interleaving and encrypting each status message 
before transferring the status message" is not enabled by the specification. 
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Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraph of 35 U.S.C. 102 that 
forms the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or 
on sale in this country, more than one year prior to the date of application for patent in the United States, 
(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

3. Claims 1 - 7 and 24 - 29 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Mooney (Patent Number: 6351813). 

As per claim 1 , Mooney teaches a method for preventing unauthorized use of 
digital content data to be transferred from a first system to a second system comprising: 

locating an archive of a digital content data at the first system (Mooney: see for 
example, Column 1 Line 59- Column 2 Line 12); 

determining transaction data of the second system (Mooney: see for example, 
Column 2 Line 3 -4); 

determining whether the transaction data of the second system indicates whether 
the second system is a valid recipient of the archive (Mooney: see for example, Column 
2 Line 5 -6); and 

transferring the archive from the first system to the second system if the second 
system is a valid recipient (Mooney: see for example, Column 2 Line 7-11). 
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As per claim 2, Mooney teaches the claimed invention as described above (see 
claim 1 ). Mooney further teaches if the second system is not a valid recipient, 
transferring the archive from the first system to the second system, the operation of the 
archive failing in the second system (Mooney: see for example, Column 2 Line 5 - 6). 

As per claim 3, Mooney teaches the claimed invention as described above (see 
claim 1). Mooney further teaches the first system comprises a hard media and wherein 
the second system comprises a computer system (Mooney: see for example, Figure 1). 

As per claim 4, Mooney teaches the claimed invention as described above (see 
claim 1 ). Mooney further teaches the first system comprises a first computer system 
and wherein the second system comprises a second computer system (Mooney: see for 
example, Figure 1 and Column 1 Line 47 - 67). 

As per claim 5, Mooney teaches the claimed invention as described above (see 
claim 4). Mooney further teaches the first and second computer systems are remotely 
located. (Mooney: see for example, Column 1 Line 51 - 52). 

As per claim 6, Mooney teaches the claimed invention as described above (see 
claim 1 ). Mooney further teaches determining transaction data of the second system 
comprises determining a data element selected from the group of data elements 
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consisting of: transaction identification; system configuration information; manufacturer, 
serial number, and physical properties (Mooney: see for example, Column 2 Line 6). 

As per claim 7, Mooney teaches the claimed invention as described above (see 
claim 1 ). Mooney further teaches determining transaction data of the second system 
comprises downloading an analysis tool to the second system, and running the analysis 
tool to examine the second system and to generate a unique identifying value that 
identifies the second system as the transaction data (Mooney: see for example, Column 
5 Line 27-29). 

As per claim 24 and 28, Mooney teaches a method for preventing unauthorized 
use of digital content data hosted on a system comprising: 

determining whether an unauthorized use of the digital content data is in 
progress (Mooney: see for example, Column 5 Line 31 - 40 and Column 1 Line 59 - 
Column 2 Line 12: the attempt to retrieve the key for encryption / decryption the digital 
data need to be authenticated, as taught by Mooney, to prevent unauthorized access); 
and 

in the case where an unauthorized use is determined, initiating a defense action 
by disabling an input device (Mooney: see for example, Column 5 Line 48 - 50); 

As per claim 25, Mooney teaches the claimed invention as described above (see 
claim 24). Mooney further teaches disabling an input device comprises disabling a 
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combination of keystrokes at a keyboard input device (Mooney: see for example, 
Column 5 Line 48 - 50: the entire system is locked out to prevent further access by the 
user). 

As per claim 26, Mooney teaches the claimed invention as described above (see 
claim 24). Mooney further teaches disabling the input device with regard to user 
interface windows related to the unauthorized use (Mooney: see for example, Column 5 
Line 48 - 50: the entire system is locked out to prevent further access by the user). 

As per claim 27, Mooney teaches the claimed invention as described above (see 
claim 24). Mooney further teaches the input device comprises a keyboard or a mouse 
(Mooney: see for example, Column 5 Line 48 - 50: the entire system is locked out to 
prevent further access by the user). 

As per claim 29, Mooney teaches the claimed invention as described above (see 
claim 28). Mooney further teaches the status messages further relate to authorized use 
(Mooney: see for example, Column 5 Line 55 - 57). 

4. Claims 21 - 23 and 32 - 34 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Hsu (Patent Number: 6351813). 
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As per claim 21 and 32, Hsu teaches a method for preventing unauthorized use 
of digital content data hosted on a system comprising: 

examining system devices that are operating in the system (Hsu: see for 
example, Column 2 Line 55 - 62); 

determining whether any of the system devices are emulator devices (Hsu: see 
for example, Abstract Line 3 - 4); and 

initiating a defense action, in event that an emulator device is operating on the 
system (Hsu: see for example, Abstract Line 5-13). 

As per claim 22, Hsu teaches the claimed invention as described above (see 
claim 21 ). Hsu further teaches the system devices comprise physical devices or logical 
entities (Hsu: see for example, Figure 1). 

As per claim 23, Hsu teaches the claimed invention as described above (see 
claim 21 ). Hsu further teaches the emulator devices comprise hardware-based 
emulator devices or software-based emulator devices (Hsu: see for example, Column 4 
Line 56 - 58). 

As per claim 33, Hsu teaches the claimed invention as described above (see 
claim 32). Hsu further teaches the function is a non-defensive function (Hsu: see for 
example, Abstract Line 8-13). 
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As per claim 34, Hsu teaches the claimed invention as described above (see 
claim 32). Hsu further teaches the defense action comprises reading and writing data 
values critical to system operation repeatedly to a decoy process (Hsu: see for example, 
Abstract Line 8 -13). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A person shall be entitled to a patent unless - 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 8-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Mooney (Patent Number: 6351813), in view of Cialelli (Patent Number: 6236727). 

As per claim 8 and 10, Mooney teaches the claimed invention as described 
above (see claim 7 and 1 respectively). Mooney does not disclose expressly the unique 
identifying value is deposited in the archive that is transferred to the second system. 

Cialelli teaches the unique identifying value is deposited in the archive that is 
transferred to the second system (Cialelli: see for example, Column 6 Line 41 - 45: 
deposited is equivalent to scrambled / interleaved). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Cialelli within the system of Mooney 
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because Cialelli teaches enhancing the security for digital content data by using 
extensive encryption in order to protect the data against unauthorized access (Cialelli: 
see for example, Column 1 Line 47 - 51). 

As per claim 9, Mooney as modified teaches the claimed invention as described 
above (see claim 8). Cialelli further teaches the unique identifying value is encrypted 
and interleaved with the digital content data in the transferred archive (Cialelli: see for 
example, Column 6 Line 41 - 45). 

As per claim 1 1 , Mooney as modified teaches the claimed invention as described 
above (see claim 10). Cialelli further teaches increasing a memory allocation of the 
archive before modifying the archive with the transaction data (Cialelli: see for example, 
Column 6 Line 41 - 45: the memory allocation of the archive must be increased due to 
combing the encrypted keys into the data). 

As per claim 12, Mooney as modified teaches the claimed invention as described 
above (see claim 11). Cialelli further teaches creating a map of the increased memory 
allocation (Cialelli: see for example, Column 6 Line 41 - 45: the memory allocation of 
the archive must be increased due to combing the encrypted keys into the data). 

As per claim 13, Mooney as modified teaches the claimed invention as described 
above (see claim 12). Cialelli further teaches storing the map in the archive, or in 
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memory locations of the second system, or in the first system (Cialelli: see for example, 
Column 6 Line 41 - 45: the memory map must be used in order to operate the system 
properly). 

As per claim 14, Mooney teaches the claimed invention as described above (see 
claim 1). Mooney does not disclose expressly before transferring the archive, removing 
a plurality of original data segments from memory locations of the archive and storing 
false data at the memory locations. 

Cialelli teaches before transferring the archive, removing a plurality of original 
data segments from memory locations of the archive and storing false data at the 
memory locations (Cialelli: see for example, Column 2 Line 44 - 50: any data other than 
the clear data is interpreted as the false data). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Cialelli within the system of Mooney 
because Cialelli teaches enhancing the security for digital content data by using 
extensive encryption in order to protect the data against unauthorized access (Cialelli: 
see for example, Column 1 Line 47 - 51). 

As per claim 15, Mooney as modified teaches the claimed invention as described 
above (see claim 14). Cialelli further teaches storing the original data in the archive, or 
in memory locations of the second system, or in the first system (Cialelli: see for 
example, Column 2 Line 32 - 34). 
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As per claim 16, Mooney as modified teaches the claimed invention as described 
above (see claim 15). Cialelli further teaches generating a map of the memory locations 
(Cialelli: see for example, Column 2 Line 32 - 34: the memory map must be used in 
order to operate the system properly). 

As per claim 17, Mooney as modified teaches the claimed invention as described 
above (see claim 16). Cialelli further teaches storing the map in the archive, or in 
memory locations of the second system, or in the first system (Cialelli: see for example, 
Column 2 Line 32 - 34: the memory map must be used in order to operate the system 
properly). 

As per claim 18, Mooney as modified teaches the claimed invention as described 
above (see claim 14). Cialelli further teaches the false data comprises a machine 
instruction that initiates an abnormal condition in the digital content data when 
processed (Cialelli: see for example, Column 2 Line 44 - 50: the process of encrypted 
data (i.e. other than clear data) would cause a machine instruction initiating an 
abnormal condition). 

As per claim 19, Mooney as modified teaches the claimed invention as described 
above (see claim 14). Cialelli further teaches the second system, following transfer of 
the archive, replaces the false data with the original data segments if the second system 



Application/Control Number: 09/989,910 Page 12 

Art Unit: 2131 

is a valid recipient (Cialelli: see for example, Column 2 Line 64 - 67: the transferred 
encrypted data can only be decrypted properly if the second system is a valid recipient). 

As per claim 20, Mooney as modified teaches the claimed invention as described 
above (see claim 19). Cialelli further teaches the second system replaces the false data 
by the original data segments immediately prior to execution of the corresponding 
memory locations, and replaces the original data by the false data immediately following 
execution of the corresponding memory locations (Cialelli: see for example, Column 2 
Line 44 - 66: These are the scrambled, decrypted and re-scrambled techniques as 
taught by Cialelli). 

6. Claims 30 and 31 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Mooney (Patent Number: 6351813). 

As per claim 30, Mooney teaches the claimed invention as described above (see 
claim 28). Mooney does not disclose expressly interleaving and encrypting each status 
message before transferring the status message. However, it would have been obvious 
to a person of ordinary skill in the art at the time the invention was made to modify 
Mooney to accommodate the need because encryption is one of the well-known 
security techniques. 
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As per claim 31, Mooney teaches the claimed invention as described above (see 
claim 28). Mooney does not disclose expressly the status messages are temporarily 
stored at a virtual memory location on the system. However, it would have been 
obvious to a person of ordinary skill in the art at the time the invention was made to 
modify Mooney to accommodate the need because the virtual memory is one of the 
well-known design choices in computer memory technique. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Longbit Chai whose telephone number is 571-272-3788. 
The examiner can normally be reached on Monday-Friday 8:00am-4:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R Sheikh can be reached on 571-272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Longbit Chai 
Examiner 
Art Unit 21 31 

LBC 
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